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symetrique pour une chalne de caractcres donnee. p. ex 
mot de passe ou chatne alphanumerique. II n> a pas de 
limite a la longueur ou au contenu de la chatne. Celle-ci 
est conveme en un train de bits au rooyen d'une method* 
de codage de caracteres normalise*, p. ex. ASCII. Le 
tnmdc donnees fait ensuite I'objet de multiples series de 
combinaisons d 'operations de traitement. Ces operations 
petivent comprendre ce qui suit : separer le train de bits 
en de multiples sous-trains, reordonner et remanier les 
sous-trains, executer des operations au niveau du bit 
logique sur les sous-trains, executer le hachage unilateral 
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hmn^on on the length or content of the given character 
«nng. The character string is converted to a bitstream 
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o£,ts^proce*,ng operas ver multiple rounds. 
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dcs sous-trains ct rrcombiner !cs multiples sous-trains en 
un train unique au moyen d'opdrations au niveau du bit 
logique sur les sous-trains. Avant de convertir la chalne 
de caractdres en un train de bits, la chalne de caractdres 
donnde peut etre optionnellement combinde & une chaine 
de caractdres d'initialisation particuttdre (par exemple, 
une chalne d' initialisation associde k un proce^seur 
particulier), et c'est la chalne de caractdres combinde qui 
est ensuite codde et utilisde pour gdndrer une eld de 
cryptage. L'application des multiples sdries de 
combinaisons prdcitdes, p. ex. seize, permet d'obtenir 
une eld de codage robuste. 



performing oik way hashing on the sub-bitstreams t and 
combining the multiple sub-bitstreams back into a 
single bttstream through logical bit-wise operations on 
the sub-bitstreams. Prior to converting the character 
string into a bitstrcam, the given character string may be 
optionally combined with an initialization character 
string (for example, an initialization string associated 
with a particular processor), and it is the combined 
character siring that is then encoded and used for 
generating an encryption key. Applying the combination 
rounds of the bitstream processes multiple times, for 
example sixteen times, will result in a strong key for 
encryption. 
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KEY GENERATION FROM A GIVEN STRING FOR ENTITY AUTHENTICATION 

Abstract of the TWln^ 

The invention provide* a scheme for generating a symmetric encryption key for a given 
character string, such as a password or an alphanumeric. There is no limitation on the length or 
content of the given character string. The character string is converted to a bitstream using a standard 
character encoding scheme, such as ASCII. The bitstream is then subjected to combinations of 
bhstreamprccesamgoperan^ The bitstream processing operations can include 

splitting the bitstream into multiple sub-bitetreams, reordering and shuffling the sub-bitstreams. 
performing logical bit-wise operations on the sub-bftstreams, performing one-way hashing on the 
sub^ritstreams, and combining the multiple sub-bitstreami back into a single bitstream through logical 
bit-wise operations on the sub-Wtstreams. Prior to converting the character string into a bitstream, the 
given character string may be optionally combined with an initialization character string (for example, 
an initialization string associated with a particular processor), and it is the combined character string 
that is then encoded and used for generating an encryption key. Applying the combination rounds of 
the bitstream processes multiple times, for example sixteen times, will result ii> a strong key for 
encryption. 
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KEY GENERATION FROM A GIVEN STRING FOR ENTITY AUTHENTICATION 

Field Of the Inventing 

This invention generally relates to the field of networked communications and provides, in particular, 
a scheme for generating a symmetric encryption key from a given string, such as a password, which 
can be used for network entity authentication. 

Background nf thr> inYtnt ; nn 

Many large and/or costly applications and databases reside on servers to which users have network 
access, either through an intranet (a contained network with a limited number of users) or by the 
Internet. Simply because a server or an .plication on a server is networked, does not necessarily 
mean that all users have equal access to the functions provided, or even that all users have access. 

Controlled access is usually handled through authenticating the credentials of the user seeking access. 
US. Patent number 5,491.752, entitled System For Increasing The Difficulty Of Password Guessing 
Attacks In A Distributed Authentication Scheme Employing Authentication Tokens, of Digital 
Equipment Corp., describes one way in which this can be done. The transmission code S^ween the 
sender and receiver is generated using a hashing algorithm. Both the sender and receiver have a 
common list of passwords and tokens, and the list is used to determine the particular hashing 
technique applied to the transmission code, and thus authenticate the user. However, having multiple 
passwords and tokens for each user is unwieldy in a large network. 

The mor: common approach is to provide each user with a unique entity authentication key that has 
assocated with it at the server the user's unique credential, for that server or application 

Maintaining the secrecy of the user's entity authentication key, particularly during its transmission 
over the network, is critically important to avoid compromising the security of the whole system. 
One way to achieve this is to encrypt the user's key prior to transmission. 



I 
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There are many known encryption algorithms, such as DES and RSA. 

DES (Data Encryption Standard) is a symmetric algorithm adopted as a federal standard in the late 
1970's and the beginning of the 19801 DES is a block-cipher which transforms data from 64 bit 
plain-data blocks into 64 bit cipher-data blocks. The key length of DES is 64 bits, of which 8 bits are 
used for parity checking and 56 bits are actual key data for encryption or decryption. 

RSA i, a public key (asymmetric) cryptographic algorithm named after its three inventors Ron 
Rive*, Adi Shan* and I^onard Adleman. It i, a public-key cryptosystem that can be used for both 
encryption and for digital signature. The security foundation of RSA i, built on the difficulty of 
factoring large numbers; the public and private keys of RSA are functions of a pair of large prime 
numbers with a typical size of 512 to 2048 in bit length. 

U.S. Patent No. 5.483.598. titled Message Encryption Using A Hash Function, of Digital Equipment 
1 5 Corp.. discusses an encryption method which uses a key and XORes it with a block of a message. 
The key is produced by hashing a number and the message block using the hashing algorithm MD4 
(Message Digest algorithm) A new key will be formed by hashing the previous key and the previous 
encrypted message. 
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However, encryption keys are not easy for human users to memorize. Thus, providing a way for the 
user to obtain an encryption key. for example using a known encryption method, is useful. 

In U .S. Patent No. 5.073.935. titled Method For Secure Communication, of Jose Pastor a set of 
numbers is provided that have the property that the encrypted version of the numbers will be of an 
order substantially smaller than that of the original set when the RSA public key encryption is used 
To encrypt a message, a number is selected from the set and the selected number is used to produce 
a key by a hashing function. The requirement for the hashing function is that it maps a number a onto 
a set of numbers of lower order, such that the jth number from the number set may be used for an 
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encryption key. The key is then used to encrypt the message via the DES algorithm. The key itself 
is encrypted using the RSA algorithm. However, Eke the earlier discussed Patent No. 5,49 1 ,752, the 
requirement for the number set described in this system prevents its applicability for wide networks. 



Summary Of The Invrrtin n 

The easiest types of unique keys for human users to remember are passwords and simple 
alphanumeric codes. Therefore, the present invention is directed to providing a mechanism to 
generate encrypted keys from a given character string such as a password or alphanumeric, without 
limitation on string length. 

The invention is also directed to a generic crypto-logk design which generates a high quality key that 
is highly random within the key space, so that security can be provided when using the key in an 
entity authentication process. 



Accordingly, the present invention provides a process for generating an encryption key from a 
bitstream for a given character string The process consists of applying, at least repetitively, a 
combination of at least two bitstream processing operations selected from the group of operations 
including bitstream splitting, bitstream reordering and shuffling, bit-wise operations, and one-way 
hashing. Preferably, different combinations of the bitstream processing operations are applied in 
subsequent rounds. 



In a further embodiment, the invention provides a process for generating an encryption key from a 
given character string in which the given character string is first combined with an initialization 
character string to generate a combined character string. Character encoding is then applied to the 
combined character string to generate a first bitstream. In a first round, the bitstream is split into 
multiple sub-bitstreams and then the multiple sub-bitstreams are recombined into a second single 
bitstream on applying at least one additional bitstream processing operation selected from the group 
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of operations comprising reordering and shuffling the sub-bitstreams, bit-wise operations on the 
sub-bitstreams. one-way hashing on the sub-bitstreams and combining multiple sub-bitstreams into 
a single bitstream through bh-wise operations on sub-bitstreams. In at least an additional round, 
further bitstream processing operations are performed on the resultant si,. 6 bitstream. 

The invention also provides a mechanism tor generating an encryption key. for use in network entity 
authentication, from a given character string. The mechanism includes means for converting the given 
character string into a bitstream and means for generating a random bitstream. The means for 
generating a random bitstream operate by repetitively applying a combination of at least two bitstream 
processes selected from a group of bitstream processes. These bitstream processes include splitting 
a bitstream into multiple sub-bitstreams, reordering and shuffling sub-bitstreams, performing bit-wise 
operations on sub-bitstreams. one-way hashing, and combining multiple sub-bitstreams into a single 
bitstreams. Preferably, the mechanism includes means for combining the given character string with 
an initialization character string to generate a combined character string, in which case the means for 
converting the given character string consists of means for converting the combined character string 
into a bitstream. 

The invention also includes a program storage device having embodied thereon computer readable 
program code means to program a computer to perform the processes described above. 



Brief Description nf ft r Drawing, 

Erribodiments of the invention will now be described in detail in association with the accompanying 
drawings, in which : 

Figures 1 to 5 are schematic diagrams with accompanying flow diagrammatic examples 
illustrating several bhstream processes used, in combination, in aspects of the preferred embodiment 
of the present invention, 

F,gure 6 is a data flow diagram schematically illustrating a generic encryption key generation 
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mechanism combining processes from Figures 1 to 5; and 

Figure 7 i, a data flow diagram schematically illustrating a specific implementation of the 
encryption key generation mechanism of the invention 

Detailed Description nf fa Prefen-rH FmK^f f j mpnn 

The present invention provides a technique for generating an encrypted key from a given character 
stnng. such as a password or alphanumeric string The crypto logic for a generic key generation 
scheme, according to one aspect « J* invention, is based on multiple rounds of combinations of the 
bitstream process* illustrated in figures 1 through 5. These processes include bitstream split (Figure 
1). reordering and shuffling (Figure 2). bit-wise operations (Figure 3) and one way hashing (Figure 

The given character string then, must first be converted into a bitstream by encoding the characters 
by a number of bits. The technique, to do this are well known to those skilled in the art. In North 
America, the characters are usually encoded by ASCII code in which each character is encoded by 
eight bits The international standard. Unicode, encodes each character to sixteen bits which is able 
to represent the spoken text of many alphabets. For example, it can handle ideographic languages 
such as Chinese and Japanese. 

Figure 5 illustrate, an option* combination function of . given string mi an initialization suing 
employed prior to encoding the character string to a bitstream. 

Referring firs, to Figure 1. btaream spfi, 4 i, a technique that ,p.i tt . bilmtm 2 mo muhipIe su „. 
breams A, M and N, aD gen«l,y desisted by 6. The split can be achieved in any number of 
ways Two examples are illustrated in the flow diagrams of Rgures IA and IB 

Rg^lAfflus^tr^sd^orw^^^^ Bit, „e assigned one-by 

one. ,0 the ,ub-bi,*r„m, in rder. suuting with the 6m bit assigned to the firs, subsu™, (block 
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1 0). the second bit assigned to the second substream (block 1 4), and on to the Nth bit assigned to the 
Nth bit*™ (block 18). If after any assignment the original bitstream has been exhausted 
processing end, (block. ,2, ,6 and 20). However, if bits remain in the original bitstream after 
ass.gnment of the Nth bit to the Nth substream (block, .8. 20). the process loops as the next bit is 
assigned to the first substream (block 22). The process is recursive until the origma. bhstream is 
exhausted Taking a simple bhstream 010001 and splitting it into three substreams foUowing the 
process illustrated in Figure 1 A, would result in the foUowing: 

substream 1: 00 
substream 2: 10 
substream 3: 01 

A simple nation on lhe proctM illustr , te<1 „ ^ ia is to assign two bh, . toe ftom , he 

Z* 1 ** b ** nm "* JUhRramS " or<te - Nation, the three sub«re.m, deri ved from 

the original bitstrevn 010001 would be: 



substream I 
substream 2 
substream 3 



01 
00 
01 



FtonlB tamea archer c^mpfe of tea™ spUtting ,ha, is more complicated, in tha, different 

° f NU *» «*"■ «— - -iSned to aucce»ive suMmstre™. After assigning 
•he ta two bit, fiom the origi™, bfcaron ,0 the Sm ^ J0) on|y ^ ^ j$ 

•o .be n«t .ubatre™ (block 36) and three bit, to the subs,™ „,«, ^ ^ 52) M ^ 
prev.ou.ly de^nbed dgorithm (Rgur . , A) . p,^, „ ^ ^ ^ 4o ^ 
end, when the original bh*re«n ha, been exhausted (blocks 32. 42-44. 48-50. 56-58 and 62-66) 
U„n, 4. ongina. bi„,,eem 01000.. the three sub-bhareern, resulting from UK of tne me(hod „ 
Figure IB would be: 

substream I: 01 
substream 2: 0 
substream 3: 001 

Bits.™ reordering a* .huffing 72. iLustrated schematically ,„ Figure 2. remove, the cor,.,„i„„ 

6 
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among bits within a bitstream 70 and so that the resulting bitstream 74 is random, for example, a 1 0- 
bitstream could be reordered to place the bits in the following order: 
10 7 8 4 5 3 9 1 2. 



Bit-wise operations 78 (Figure 3) combine M bitstreams 76 or sub-bitstreams into L bitstreams 80 
using combinations of the logical operations AND. OR and Exclusive-OR (XOR). 

These three operations are coi -•entionaUy defined as follows: 



AND 


0 1 


OR 


01 


XOR 


01 


0 


00 


0 


0 1 


0 


01 


1 


0 1 


1 


1 1 


! 


10 



same. 



Depending on the combination of these operations, the number of streams output may be the 
or greater or less than the number input. A simple example is illustrated schematically in figure 3A. 
Two input streams 76a are combined three time 78a using each of the logical operations, AND. OR 
and XOR, to produce three output streams 80a. Thus, if: 

input stream 1 = 0101 

input stream 2 - 1111 



then. 



output stream 1 » 0101 
output stream 2- 111] 
output stream 3 ■ 1010 



The one way hashing process 84 illustrated in Figure 4 is irreversible. It produces a hashed bhstream 
86 from the original bhstream 82. From the one way hashing process, it is compuutionaUy infeasible 
either to produce the original bitstream, or to find two different bitstreams which produce the same 
hashed bitstream. In the preferred embodiment, the message digest algorithm MD5 is used, as 
discussed bdow. Other known algorithms include the MD4 and MD2 message digest algorithms, and 
the standard. Secure Hash Algorithm (SUA). 
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A given string be optionally combined with an initialization string tied to the address or physical 
location of a computer, as illustrated in Figure 5. This technique is particularly useful in a closed 
network, where access limited to select machines, as well as select users, is desired. Figure 5 
illustrates the basic concept of combining 92 a string 88 given by a user with an initialization string 
90 supplied at the machine used to produce a single combined string. 

The method of combination can vary Figure 5A illustrates one possible algorithm. When a user 
entered character string is received 100, an initialization character string is loaded 102. The 
combination of the two strings is done by taking one character at a time from the first siring 1 04 then 
one character at a time from the second string 106. and by repeating this process until all characters 
in both strings are taken 108. 1 14. If the length of the two strings are not equal, then after taking the 
last character from the shorter string, the remaining character f the longer string will be appended 
to the combined string, that is after taking a character from * string the mechanism simply tests 
whether there are any additional characters in the other string 110. 1 16. If there are not additional 
characters in the second string when it is tested 1 10, then the remaining characters from the first 
string are simply appended 1 12, and if there are not additional characters remaining in the first string 
1 1 6. then the ranaining characters from the second string are simply appended 1 1 8 

An example of the result of this process is as follows. Taking two strings, "abriefghijklmn" and 
"mypassword". the combined string "ambycpdaesfsgwhoirjdklrruT h rred. 

Rgure 6 illustrate, the combination of the above mentioned bit stream processes in a generic 
encryption key generation mechanism, according to the invention. 

A given string 120 can be optionally combined with an initialization string 122 and encoded to a 
bititream as the first step through a combination and encoding function 124. The combination 
function performs a string shuffling to form the input string to the generic key generation scheme, that 
essentially comprises multiple rounds of combinations of the bit stream processes illustrated in Figures 

8 
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1 to 4 and discussed above. Depending on the encryption mechanism (eg., DES). the generated key 
128 from Figure 6 may require a post process such as parity bit setting. 

Figure 7 provides an implementation example of a specific key generation mechanism following the 
generic outline illustrated in Figure 6. Figure 7 illustrates a mechanism to generate a 64 bit DES key 
^"nr. a given string for authentication purpose. 

The initialization character string 200 is used for scambling the user entered string (a password or 
alphanumeric) 202. This is performed in the combination block 204, using the process such as 
illustrated in Figure 5A and described above. The bitstream generated from the combined string is 
hashed by the MD5 message digest algorithm 206 to yield a 16 byte digest. The hashed result is then 
divided into two halves, a left half 208 and right half 212. Each half is hashed again by the MD5 
message digest algorithm 210. 214 The result from hashing the right half 212 is bitwise reversed 
after hashing 214. (For exanple.^1 1001 lWH()011"b« The results 

from hashing the left half 210 is exclusive ORed 216 with the bit reversed right half 214 to form the 
input for the second round process. The process is repeated n times 218 through 230, 234. Finally, 
the exclusive ORed resuh 236 is divided again, and this time the right half 240 is exclusive ORed 242 
with the left half 238. At this point, 8 byte data is produced, which forms a 64 bit key. Since the 
DES encryption key has parity checking bits, the final DES encryption key 246 is produced after 
setting the parity bits with the 8 byte data 244. 

The generic key generation method of the present invention could be provided as a specific 
implementation (such as shown and described in relation to Figure 7), or as a tool for application 
developers to design a key for unique encryption "algorithms" for specific applications or specific 
users Provided a minimum number of rounds of combined bitstream operations are performed in the 
algorithm, the resulting key for encryption will be strong enough for secure network transmission 
A strong key will be achieved if 16 round, of combined bitstream operations are applied. A lesser 
number of rounds may be adequate where the security requirements are n t as stringent. 
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A feature of the invention discussed above is that the specific algorithm produced following the 
method of the invention will not limit the user's password as to size or context. "Hereismypassword" 
will be equally valid password input for key generation as "pas8word" or some other rigidly- 
structured password input. With this feature, the user can use a long English phrase mixed with 
digits, against password guessing attack, such as "My grandfather's 90th birthday is March 1 6". 

Modifications to the invention which would be obvious to those skilled in the art are intended to be 
covered by the appended claims. 
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The embodiments of the invention in which an exclusive property or privilege is claimed are defined 
as follows: 

1 1. A process for generating an encryption key from a bitstrcam for a given character string, 

2 comprising: 

3 applying, at least repetitively, a combination of at least two bitstrcam processing operations 

4 selected from the group of operations including bitstrcam splitting, bitstrcam reordering and shuffling. 

5 bit-wise operations, and one-way hashing. 

1 2. The process, according to claim 1 , wherein in repetitive applications, different combinations 

2 of the at least two bitstrcam processing operations are applied. 

1 3. The process, according to claim 2. wherein combinations of at least two bitstrcam processing 

2 operations are applied at least eight times. 

1 4. The process, according to claim 2, wherein combinations of at least two bitstrcam processing 

2 operations are applied at least sixteen times. 

1 5. The process, according to claim 1, wherein the combination of at least two bitstrcam 

2 processing operations comprises: 

3 splitting the bitstrcam into multiple sub-bitstreams; and 

4 applying bit-wise operations to combine the multiple sub-bitstreams into a second single 

5 bitstrcam. 

1 6. The process, according to claim 5, wherein the combination of at least two bitstrcam 

2 processing operations comprises: 

3 applying to at lease one of the sub-bitstreams. at least one bitstrcam processing operation 

4 selected from the group of operations including bitstrcam reordering and shuffling, bit-wise operations 

II 
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5 and one-way hashing. 

1 7. A process for generating an encryption key from a given character string, comprising: 

2 combining the given character string with an initialization character string to generate a 

3 combined character string; 

4 applying character encoding to generate a first bitstream from the combined character string; 

5 in a first round, splitting the first bitstream into multiple sub-bitstreams and recombining the 

6 multiple sub-bitstream, into . second single bitstream on applying at least one additional bitstream 

7 processus operation selected from the group of operations comprising reordering and shuffling the 

8 sub^itstrcams, brt-wisec*erations on the sub-bitstreams, one-way hashing on the sub-bitstreams and 

9 combining multiple sub-bitstreains into a single biwrtam through bit-wise operations on 

1 0 sub-bitstreams; and 

11 in at least an additional round, performing further bitstream processing operations on the 

12 resultant single bitstream. 

1 8- The process for generating an encryption key, according to claim 7, wherein the step of, in at 

2 least an additional round, performing further bitstream processing operations on the resultant single 

3 b.tstream, comprises performing combination, of bitstream processing operations in successive 

4 rounds. 

1 9. The process, according to clain 8, wherein the successive rounds comprise at least seven 

2 additional rounds. 

1 10. The process, according to claim 8, wherein the successive rounds comprise at least fifteen 

2 additional rounds. 

1 M. A mechanism for ger-erating an cnayptior, key, for use in network entity authentication, from 

2 a given character string, comprising: 
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3 means for converting the given character siring into a bitstream; and 

4 means for generating a random bitstream by repetitively applying a combination of at least two 

5 bitstream processes selected from the group of bitstream processes comprising: 

6 splitting a bitstream into multiple sub-bitstreams, reordering and shuffling sub-bitstreams, 

7 performing bit-wise operations on sub-bitstreams, one-way hashing, and combining multiple 

8 sub-bitstreams into a single bitstreams. 

1 1 2. The mechanism, according to claim 1 1 , further comprising: 
2 

3 means for combining the given character string with an initialization character string to 

4 generate a combined character string, 

5 and wherein the means for converting the given character spring comprises means for 

6 converting the combined character string into a bitstream. 

1 13. The mechanism, according to claim 1 1 , wherein the means for generating a random bitstream, 

2 comprises: 

3 means for splitting the bitstream into multiple sub-bitstreams; 

4 means for applying at least one further bitstream processing operation to at least one of the 

5 sub-brtstrcam; and 

6 means for recombining the multiple sub-bitstreams into a second single bitstream. 

1 14. The mechanism, according to claim 13, wherein the means for recombining the multiple 

2 sub-biistrcam* comprises means for combining the sub-bitstreams into a single bitstream through 

3 bit-wise operations. 
4 

5 15. A program storage device readable by a machine, tangibly embodying a program of 

6 instructors executable by the machine to perform method steps for generating an encryption key from 

7 a bitstream for a given character string, said method steps comprising: 
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Wlytag. a, ta, , ofu|M3awo proceMjng 

bit-wise operations, and one-way hashing. 



>«• A program stmge dcvicc ^ by , mmtj ^ ^ OTbodyjng Qf 

■~s execute by the machine to perform method *p, fcr generaang m encryp6o „ key ^ 
a given character string, aid method step, comprising: 

combining the given character suing with „ mUb^km character «ring to generate . 
combmed character string; K 1 

applying character encoding to generate a fin, Mure™ from the combined character srtng- 

"^^^togdtetaW^in^rr^ple^ 
mu.ttp.e sub-btareams into , second singie bnstre™ on prying a, ,«« one addition., bitstreun 
prooesstng operation se.cc.cd tmm the group of operation, comprising reordenng and shuffling the 
^Kaeam, bn-w,* opera*™ on *e sub-bimream, one-way h.h.ng on d, sub-biarreams and 

ztz^: ^ * ** — — — - 

rc su j:::™ 0 "'' -* — • — ~— — - - 
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FIGURE 1A 
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